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1. I n t r o d u c t i o n  

A s y s t e m  t h a t  has  to r e s p o n d  to e x t e r n a l  and in t e rna l  s t imuli  within a 
spec i f ied  in te rva l  of t ime is ca l led  a r ea l - t ime  sys t em.  Depending  on the  
c o n s e q u e n c e s  of missing a deadl ine ,  sof t  and  ha rd  r ea l - t ime  s y s t e m s  a re  dis- 
t ingu i shed .  Whereas  in sof t  r e a l - t ime  s y s t e m s  the  a v e r a g e s  of the  r e s p o n s e  
t imes  a re  of i m p o r t a n c e ,  in ha rd  r ea l - t ime  s y s t e m s  t he  m a x i m u m  r e s p o n s e  
t ime m u s t  be  g u a r a n t e e d  in all a n t i c i p a t e d  o p e r a t i n g  cond i t ions .  

The des ign  goal of a r ea l - t ime  s y s t e m  for  p r o c e s s - c o n t r o l  is no t  (only) 
high p e r f o r m a n c e  b u t  d e t e r m i n i s m  and  p r e d i c t a b i l i t y  of the  s y s t e m  b e h a v i o r  
even  u n d e r  p e a k  load. The o p e r a t i n g  s y s t e m  has  to a s s u r e  t h a t  t he  t iming 
c o n s t r a i n t s  spec i f ied  dur ing  t he  des ign  a re  k e p t  a t  run - t ime .  ]t has  to be  
s u p p o r t e d  by  tools  for  the  c r e a t i o n  and  e v a l u a t i o n  (dependab i l i t y ,  t iming,  
e tc . )  of t he  des ign  of a r ea l - t ime  sys tem.  

In the world of h a r d  r ea l - t ime  s y s t e m s  it is poss ib le  to d i s t i ngu i sh  
b e t w e e n  e v e n t  dr iven  and  pe r iod ic  ( t ime dr iven)  sy s t ems .  In an e v e n t  d r iven  
s y s t e m  the  s y s t e m ' s  ac t iv i t i e s  a re  in i t i a t ed  by e x t e r n a l  even ts .  ]n o r d e r  to  
avoid the  loss of events ,  e v e n t  b a s e d  s y s t e m s  m u s t  e x e r c i s e  exp l ic i t  flow- 
c o n t r o l  over  the  message  s o u r c e .  Since it is in g e n e r a l  no t  poss ib l e  to exer -  
cise such  an expl ic i t  f low-cont ro l  over  the  c o n t r o l l e d  ob jec t ,  we d e c i d e d  to 
follow the  s e c o n d  a p p r o a c h ,  t h a t  is a pe r iod ic  sys tem.  

In a pe r iod ic  s y s t e m  implici t  flow c o n t r o l  is e x e r c i s e d  by the  cyc le  t imes  
of the  c o m p u t a t i o n a l  p r o c e s s e s .  It is t h u s  poss ib le  to  des ign  a s y s t e m  for  t he  
spec i f ied  p e a k - l o a d  and  to use  m e s s a g e s  which c o n t a i n  s t a t e  o b s e r v a t i o n s .  

Since we could  no t  find a rea l  t ime  o p e r a t i n g  s y s t e m  which s u p p o r t s  o u r  
des ign  me thodo logy ,  we were  f o r c e d  to des ign  and  i m p l e m e n t  o u r  own o p e r a t -  
ing sys t em.  

This p a p e r  is o rgan ized  as follows. First ,  an overview of o u r  r e a l - t i m e  
s y s t e m  a r c h i t e c t u r e ,  the  MARS S y s t e m  [1], is given. In s e c t i o n  t h r e e  
h a r d w a r e  and  so f tware  s t r u c t u r e  of MARS c o m p o n e n t s  a re  d e s c r i b e d .  In t he  
main  p a r t  of the  paper ,  t he  des ign  and  i m p l e m e n t a t i o n  of the  o p e r a t i n g  sys- 
t e m  k e r n e l  is d i scussed .  The s u p p o r t  of the  k e r n e l  by  s y s t e m  t a s k s  is 
p r e s e n t e d  in s ec t i on  five. S e c t i o n  six ou t l ines  the  c o m m u n i c a t i o n  p r imi t ives  
p rov ided  to the  app l i c a t i on  p r o g r a m m e r .  Finally, t he  m o s t  i m p o r t a n t  and  
innova t ive  a s p e c t s  of the  MARS o p e r a t i n g  s y s t e m  are  s u m m a r i z e d .  

2. The  A r c h i t e c t u r e  of  MARS 

MARS is a f a u l t - t o l e r a n t  d i s t r i b u t e d  r ea l - t ime  s y s t e m  a r c h i t e c t u r e  fo r  
p r o c e s s  con t ro l  app l i ca t i ons  [1]. ]t is i n t e n d e d  to be  u s e d  in i n d u s t r i a l  real -  
t ime s y s t e m s  (e.g. a rolling mill, ra i lway c o n t r o l  sy s t ems ,  e tc . )  w h e r e  h a r d  
dead l i ne s  a re  imposed  by  the  c o n t r o l l e d  e n v i r o n m e n t .  
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One c h a r a c t e r i s t i c  f e a t u r e  of MARS dis t inguishing it f r o m  o t h e r  dis tr i -  
b u t e d  s y s t e m s  (e.g. the  V s y s t e m  [2], Accen t  [3], Chorus  [4]) is the  c o m p l e t e l y  
d e t e r m i n i s t i c  b e h a v i o r  of the  s y s t e m  even u n d e r  peak  load cond i t ions ,  i.e. 
when all poss ib le  s t imuli  o c c u r  with the i r  m a x i m u m  specif ied f r e q u e n c y .  It is 
one  of the  bas ic  c o n c e p t s  in MARS to design ha rd  rea l - t ime  s y s t e m s  for  p e a k  
load condi t ions .  To ach ieve  this  de t e rmin i sm,  MARS is s t r i c t ly  t ime dr iven and  
per iodic .  

MARS uses a transaction model to describe the activities of a real-time 
system. A transaction is a sequence of interrelated actions transferring the 

system from one consistent state to another. Viewed on a lower level, an 

action itself may be a transaction constituted of more primitive actions. A 

transaction is triggered by a stimulus and produces a response. If the 
corresponding response has to be generated within a given interval after the 

transaction's stimulus, the transaction is called a real-time transaction. 

A MARS configuration consists of a set of clusters with a high inner con- 

nectivity. Each cluster is composed of several components interconnected by 

a synchronous real-time bus, the so called MARS-bus. A component is a self- 

contained computer, including the application software. It is a 

hardware/software unit of given functionality and performance [5]. A set of 

real-time tasks and an identical copy of the MARS operating system kernel 

are executed on each component. A typical target system for MARS is out- 

lined in fig. 2.1. 

C o m m u n i c a t i o n  a m o n g  t a s k s  and  c o m p o n e n t s  is r ea l i zed  by the  
e x c h a n g e  of s t a t e - m e s s a g e s  (see  also s ec t ion  4.1) with a val id i ty  t ime. As 
soon as the  val id i ty  t ime of a s t a t e - m e s s a g e  expires ,  the  m e s s a g e  is d i s c a r d e d  
by the  o p e r a t i n g  sys t em.  This m e a s u r e  is t a k e n  b e c a u s e  the val idi ty  of real -  
t ime i n f o r m a t i o n  d e p e n d s  on its c o r r e c t n e s s  no t  only in the  va lue  domain  b u t  
also in the  t ime doma in  [6]. S t a t e - m e s s a g e s  a re  the  only m e a n s  of c o m m u n i -  
ca t i on  b e t w e e n  h a r d  rea l  t ime t a s k s  in MARS. 

All MARS c o m p o n e n t s  have a c c e s s  to a c o m m o n  global t ime base ,  the  sys- 
t e m  time, with known s y n c h r o n i z a t i o n  a c c u r a c y .  The s y s t e m  t ime is p rov ided  
by the  a r c h i t e c t u r e  and  ach i eved  c o o p e r a t i v e l y  by the  o p e r a t i n g  s y s t e m  (syn- 
c h r o n i z a t i o n  t ask)  and  a VLSI c lock  s y n c h r o n i z a t i o n  uni t  (CSU) [7]. It is u sed  
for  r e a s o n i n g  on the  val idi ty  of r ea l - t ime  in format ion ,  for  e r r o r - d e t e c t i o n ,  fo r  
con t ro l l ing  the  a c c e s s  to the  r ea l - t ime  bus,  and to d i sca rd  r e d u n d a n t  infor-  
mat ion .  

The f a u l t - t o l e r a n c e  of MARS is b a s e d  on se l f -check ing  c o m p o n e n t s  run-  
ning in ac t ive  r e d u n d a n c y  and  the  mul t ip le  send ing  of m e s s a g e s  on the  real -  
t ime bus.  A high e r r o r - d e t e c t i o n  c o v e r a g e  is ach ieved  by  the  use  of so f twa re  
e r r o r - d e t e c t i o n  m e c h a n i s m s  a t  t he  o p e r a t i n g  s y s t e m  level and  h a r d w a r e  
m e c h a n i s m s  i n h e r e n t  in the  p r o c e s s o r .  MARS-components  fail s i lent ly,  i.e. 
t h e y  e i t h e r  o p e r a t e  as  i n t e n d e d  or  do no t  p r o d u c e  any resu l t s .  
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Fig. 2.1: MARS T a r g e t  S y s t e m  

M a i n t a i n a b i l i t y  a n d  e x t e n s i b i l i t y  of MARS a r e  b a s e d  on  t h e  c l u s t e r i n g  of 
c o m p o n e n t s .  R e d u n d a n t  c o m p o n e n t s  m a y  b e  r e m o v e d  f r o m  a r u n n i n g  c l u s t e r  
(e.g. fo r  r e p a i r )  a n d  r e i n t e g r a t e d  l a t e r .  M o r e o v e r ,  e x i s t i n g  c o m p o n e n t s  c a n  be  
e x p a n d e d  in to  a c l u s t e r  b y  c o n v e r t i n g  t h e  c o m p o n e n t  in t h e  o r ig ina l  c l u s t e r  
i n to  an  i n t e r f a c e  c o m p o n e n t  s h o w i n g  t h e  s a m e  I /O  b e h a v i o r  a s  t h e  old c o m -  
p o n e n t  b u t  f o r w a r d i n g  all m e s s a g e s  to  t h e  new  c l u s t e r .  The  n e w  c l u s t e r  c a n  
be  d e s i g n e d  i n d e p e n d e n t l y  f r o m  t h e  r e s t  of t h e  s y s t e m  as  long as  t h e  I / 0  
c h a r a c t e r i s t i c s  of t h e  i n t e r f a c e  c o m p o n e n t  r e m a i n  u n c h a n g e d .  

A m o r e  d e t a i l e d  d e s c r i p t i o n  of MARS c a n  b e  f o u n d  in t h e  l i t e r a t u r e  
[1,5,6,7]. 
3. S t r u c t u r e  of  a MARS C o m p o n e n t  

A MARS c o m p o n e n t  is a f u n c t i o n a l  h a r d w a r e / s o f t w a r e  uni t .  C l u s t e r s  a r e  
b u i l t  of a s e t  of h o m o g e n e o u s  c o m p o n e n t s  s impl i fy ing  m a i n t e n a n c e  a n d  t h e  
r e p l a c e m e n t  of f a u l t y  c o m p o n e n t s .  F i g u r e  3.1 o u t l i n e s  h a r d -  a n d  s o f t w a r e  of 
t h e  c u r r e n t  MARS p r o t o t y p e  c o m p o n e n t .  

The  h a r d w a r e  of t h e  e x p e r i m e n t a l  MARS c o m p o n e n t  is a s l i gh t ly  m o d i f i e d  
s t a n d a r d  s i n g l e - b o a r d  c o m p u t e r  o r i g i n a l l y  d e s i g n e d  a s  a n  i n t e l l i g e n t  c o m -  
m u n i c a t i o n  c o n t r o l l e r  in a UNIX m a c h i n e .  It  c o n s i s t s  of a M o t o r o l a  6 8 0 0 0  CPU 
(10 MHz) wi th  a c c e s s  to  512  kB of RAM a n d  is p r o v i d e d  wi th  a Loca l  Area  

144 



Network Contro l le r  for  E t h e r n e t  (LANCE), the  Clock S y n c h r o n i z a t i o n  Unit 
(CSU) [7], a c u s t o m  des igned  chip, two RS-232 i n t e r f ace s ,  a n d  one  Small Com- 
p u t e r  S y s t e m  I n t e r f a c e  (SCS]). 

I Soft Real-Time 1 Tasks 
Appl. etc. 
Task 

Appl. etc. 
Task 

Hard Real-Time Tasks ) 
' f  ~ 11 11 I f  

Protocol Clock 
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Figure 3.1: Hardware  and  Sof tware  S t r u c t u r e  
of the  C u r r e n t  MARS C o m p o n e n t  

The sof tware  res id ing in a MARS c o m p o n e n t  c a n  be split  into the  follow- 
ing t h r e e  classes:  

(i) Operating System Kernel: 
The ke rne l  cons i s t s  of t he  en t i r e  code  r u n n i n g  in supe rv i so r  m o d e  on the  
CPU. Its p r i m a r y  goals  a r e  r e s o u r c e  m a n a g e m e n t  (CPU, m e m o r y ,  bus, 
etc.)  and  h a r d w a r e  t r a n s p a r e n c y .  
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(2) Hard Real- T~me Tasks ( l iNT-Tasks):  
HRT- ta sks  a r e  cyc l i c  t a s k s  r ece iv ing ,  p r o c e s s i n g ,  a n d  s e n d i n g  m e s s a g e s .  
Rece iv ing  a m e s s a g e  m a y  be  i n t e r p r e t e d  as  t h e  s t i m u l u s ,  s e n d i n g  a m e s -  
s age  as  t h e  r e s p o n s e  of t h e  t a s k .  E a c h  i n s t a n c e  of a t a s k  h a s  to be c o m -  
p l e t e d  b e f o r e  a g iven  d e a d l i n e .  R e a c t i o n  t i m e  a n d  l a t e n c y  of H R T - t a s k s  
a r e  d e t e r m i n i s t i c  a n d  spec i f i ed  d u r i n g  t h e  de s ign  of t h e  s y s t e m .  Most  
HRT- ta sks  a r e  a p p l i c a t i o n  tasks ,  b u t  s o m e  of t h e m  a re  s y s t e m  tasks  pe r -  
f o r m i n g  spec i f ic ,  h a r d w a r e  i n d e p e n d e n t  f u n c t i o n s  of t h e  o p e r a t i n g  sys-  
t e m ,  e.g. t i m e  s y n c h r o n i z a t i o n ,  p r o t o c o l  c o n v e r s i o n s ,  e tc .  

(3) So f t  Real-  Time Tasks (SRT- Tasks): 
All t a s k s  w h i c h  a r e  n o t  s u b j e c t  to  s t r i c t  d e a d l i n e s  a r e  c a l l ed  so f t  rea l -  
t i m e  tasks .  Usua l ly  a SRT- task  is an  acyc l i c  t a s k  u t i l i z ing  t h e  idle t i m e  of 
t h e  CPU in low load  s i t u a t i o n s .  

All s y n t a c t i c  h a r d w a r e  d e t a i l s  a r e  h i d d e n  wi th in  t h e  k e r n e l .  A p p l i c a t i o n  
t a s k s  a n d  s y s t e m  t a s k s  acces s  t h e  k e r n e l  o n l y  by  m e a n s  of d e f i n e d  s y s t e m  
ca l l s  [8]. K e r n e l  d a t a  c a n n o t  be a c c e s s e d  d i r ec t ly .  Most  of t h e  c o d e  of t h e  
o p e r a t i n g  s y s t e m ,  e x c e p t  s o m e  p a r t s  of t h e  k e r n e l ,  is i m p l e m e n t e d  in t h e  p ro -  
g r a m r n i n g  l a n g u a g e  C. P o r t i n g  MARS to  a new h a r d w a r e  r e q u i r e s  t h e  spec i f i c  
p a r t s  of t h e  k e r n e l  to  be a d a p t e d ,  b u t  t h e  f u n c t i o n a l i t y  of t h e  s y s t e m  ca l l s  
r e m a i n s  u n c h a n g e d .  

4. Operating System Kernel 

The MARS operating system kernel has been designed from scratch, since 

presently no comparable kernel exists that meets our requirements in pred- 
ictability and flexibility. As a consequence of the totally new kernel design, we 
were free to implement each part of the kernel (message passing, interrupt 
handling, scheduling, etc.) without any restrictions, such as those caused by 
the adaptation of an existing operating system. 

4.1. Message Passing 

State-Messages 

A u n i f o r m  m e s s a g e  p a s s i n g  m e c h a n i s m  is app l i ed  for  c o m m u n i c a t i o n  
a m o n g  t a sk s ,  c o m p o n e n t s ,  c l u s t e r s ,  a n d  p e r i p h e r a l s .  Messages  a r e  i d e n t i f i e d  
by a c l u s t e r w i d e  u n i q u e  n a m e  r e f e r r i n g  to  t h e  s e m a n t i c  c o n t e n t s  a n d  t h e  
d a t a  t y p e  of t h e  m e s s a g e .  All m e s s a g e s  a r e  s e n t  as  p e r i o d i c  s t a t e - m e s s a g e s .  
S t a t e - m e s s a g e s  a r e  u s e d  to  e x c h a n g e  i n f o r m a t i o n  a b o u t  t h e  s t a t e  of t h e  
e n v i r o n m e n t  o r  a b o u t  a n  i n t e r n a l  s t a t e  as  i t  h a s  b e e n  o b s e r v e d  a t  a g iven  
p o i n t  in t i m e  a n d  is a s s u m e d  to  h o l d  fo r  a c e r t a i n  i n t e r v a l  of t ime .  S t a t e -  
m e s s a g e s  a r e  n o t  c o n s u m e d  w h e n  r e a d ,  i.e. a s t a t e - m e s s a g e  c a n  be r e a d  a n  
a r b i t r a r y  n u m b e r  of t i m e s  by  a n  a r b i t r a r y  n u m b e r  of t a s k s .  One m e s s a g e  of a 
s e q u e n c e  of m e s s a g e s  c a r r y i n g  t h e  s a m e  n a m e  is a n  ir~sta~.ce of a m e s s a g e .  
Only one  i n s t a n c e  of a g iven  m e s s a g e  c a n  be val id  a t  a t ime.  
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S t r u c t u r e  of a Message 

MARS messages have a constant length, a standard header, and a stan- 

dard trailer. Besides the LAN dependend standard header (destination 

address, source address, etc.), additional information such as the name of the 

message and several time fields are contained in the header. The time fields 

include the validity time and the observation time of the information con- 

tained in the message [9] as well as the send and receive time stamped into 

the message by the CSU upon physically sending or receiving the message. 

The trailer basically contains a checksum. The structure of the user-data is 

defined by the application programmer. Its size is predefined since MARS mes- 

sages have a constant length. All objects for message passing adhere to this 

common structure, the MARS message structure. Data from peripheral dev- 

ices such as sensors or actuators have to be converted to the fixed message 

format in an appropriate interface. 

Buffer  M a n a g e m e n t  and  Impl ic i t  F low-Cont ro l  

B e c a u s e  of the state-semantics of MARS-messages, the number of mes- 

sage buffers required is static and an implicit flow-control is achieved. Each 

time a new version of a message is received, the previous message will be 

overwritten and the state described in the message is updated. The total 

number of message-buffers required in the component can be calculated 
from the number of messages to be received in the component and the sum of 

the internal buffers required by each task. 

The buffer  m a n a g e m e n t  is c a r r i e d  o u t  by  the  o p e r a t i n g  s y s t e m  kernel .  
There  is no t ime consuming  copying  of m e s s a g e s  b e t w e e n  the  k e r n e l ' s  and  the  
t a sk ' s  m e s s a g e  buf fers  (and vice versa) .  Only a p o i n t e r  to  the  m e s s a g e  is 
de l ive red  upon r e c e p t i o n  of a message .  S ince  m e s s a g e s  d e s c r i b e  r ea l - t ime  
en t i t i e s  t h a t  c a n n o t  be a l t e r e d  by tasks ,  m e s s a g e s  a re  k e p t  in r e a d - o n l y  
buf fe r s  of the  o p e r a t i n g  sy s t em,  where  t h e y  can  be  r e a d  by  severa l  t a s k s  
s imul t aneous ly .  The n u m b e r  of m e s s a g e  buf fe rs  owned by e a c h  t a s k  is d e t e r -  
mined  at  compile  t ime. By conven t ion ,  e a c h  t a sk  has  to a l loca te  the  m a x i m u m  
n u m b e r  of buf fe rs  it n e e d s  dur ing  its in i t ia l iza t ion  phase .  If a s y s t e m - c a l l  
c o n s u m e s  a buf fe r  (e.g. send ing  of a message ) ,  it a lways  r e t u r n s  a new buf fe r  
to the  t a sk  t h a t  is u sed  exc lus ive ly  by  this  t a s k  (i.e. it  is no t  r e a d - o n l y  and  
may  be used  for  sending a n o t h e r  message ) ;  if a s y s t e m - c a l l  r e t u r n s  a p o i n t e r  
to a buf fer  (e.g. receiving of a message ) ,  the  t a sk  ha s  to r e t u r n  an old or  
u n u s e d  buffer  to the  buf fe r  m a n a g e r  (upon  rece iv ing  a message ,  t he  r e t u r n e d  
buf fe r  usua l ly  is t he  o lde r  ve r s ion  of the  s t a t e - m e s s a g e  to be rece ived) .  This 
c o n c e p t  allows to s t a t i ca l ly  and  even  a u t o m a t i c a l l y  c o m p u t e  the  n u m b e r  of 
buf fe r s  r e q u i r e d  by each  c o m p o n e n t .  

The message  e x c h a n g e  i tself  is a s y n c h r o n o u s ,  i.e. s e n d e r  and  r e c e i v e r  do 
no t  have  to wait  for  e a c h  o the r .  Neve r the l e s s ,  t he  t ime  when a m e s s a g e  is 
s en t  is p r ede f ined  by a p re  r u n - t i m e  s c h e d u l e r .  Consequen t ly ,  s e n d e r  and  
r e c e i v e r  a re  synch ron ized .  In MARS, t h e r e  is no n e e d  for  expl ic i t  flow con t ro l .  
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If the s e n d e r  is a c t i v a t e d  m o r e  f r e q u e n t l y  than the r e c e i v e r ,  the state is 
u p d a t e d  f a s t e r  t h a n  r e a d ,  b u t  no b u f f e r  over f low will o c c u r  b e c a u s e  t h e  l a t e s t  
i n s t a n c e  of a s t a t e - m e s s a g e  r e p l a c e s  t h e  p r e v i o u s  one  wi th  t h e  s a m e  n a m e .  

TDMA a n d  M e s s a g e  S c h e d u l i n g  

MARS m e s s a g e s  h a v e  to be  s e n t  via t h e  E t h e r n e t  fo r  c o m m u n i c a t i o n  
b e t w e e n  c o m p o n e n t s .  The  L A N - c o n t r o l l e r  on  e a c h  b o a r d  is p r i m a r i l y  d e s i g n e d  
f o r  u s e  wi th  a CSMA/CD p r o t o c o l  w h i c h  d o e s  n o t  qua l i f y  fo r  t h e  MARS s y s t e m  
d u e  to  i ts  u n p r e d i c t a b l e  m e s s a g e  de l ay .  Thus,  a TDMA-pro toco l  (Time Divis ion  
Mul t ip le  Acces s )  is u s e d  to  p r o v i d e  a c o l l i s i o n - f r e e  a c c e s s  to  t h e  E t h e r n e t  
e v e n  u n d e r  p e a k - l o a d  c o n d i t i o n s .  

S i n c e  t h e  c l o c k s  in t h e  MARS c o m p o n e n t s  a r e  s y n c h r o n i z e d  ( a s  d e s c r i b e d  
in s e c t i o n  5.1), t h e  o v e r h e a d  of t h e  TDMA-pro toco l  is v e r y  low. The s p a c e  
b e t w e e n  two s lo t s  n e e d  to  be  no  l o n g e r  t h a n  t h e  s y n c h r o n i z a t i o n  p r e c i s i o n  of 
a b o u t  10 m i c r o s e c o n d s .  The  d i s a d v a n t a g e  of t h e  TDMA-pro toco l  is i t s  
i n f l ex ib i l i t y  r e s u l t i n g  in i n e f f i c i e n c y  u n d e r  l ow- load  c o n d i t i o n s ,  b e c a u s e  t h e  
s e n d i n g  c a p a c i t y  of a c o m p o n e n t  c a n n o t  e x c e e d  a f ixed  l imi t  ( a p p r o x i m a t e l y  
t h e  n e t w o r k  c a p a c i t y  d iv ided  b y  t h e  n u m b e r  of c o m p o n e n t s  in t h e  c l u s t e r )  
e v e n  if n o  o t h e r  c o m p o n e n t  in t h e  c l u s t e r  h a s  to  s e n d  m e s s a g e s .  B u t  t h e  
m a j o r  d e s i g n  p r i n c i p l e  of MARS is r e l i ab i l i t y  a n d  p r e d i c t a b i l i t y  e v e n  u n d e r  
p e a k - l o a d  c o n d i t i o n s  w h i c h  TDMA s a t i s f i e s  b e s t .  

Slot of Slot of Slot of Slot of Slot of 
omp. 0 C omp. 1 i i Comp. 2 i i Comp. 3 i i Comp. 0 

] Y/'//////J(//////A I I I r~//,////~//////////] I ~/////,///~///////~ I I 

MARS-Messages (and the redundant messages) 

F i g u r e  4.1: Timing of t h e  MARS-Bus 
( fo r  a c l u s t e r  c o n s i s t i n g  of f o u r  c o m p o n e n t s )  

To m a k e  t h e  r e l i a b i l i t y  of t h e  m e s s a g e  t r a n s f e r  c o m p a r a b l e  to  t h e  r e l i a -  
b i l i t y  of a MARS c o m p o n e n t ,  e a c h  M A R S - m e s s a g e  is s e n t  tw ice  ( F i g u r e  4.1).  

In MARS two c l a s s e s  of m e s s a g e s  a r e  d i s t i n g u i s h e d .  H R T - m e s s a g e s  a r e  
s t a t i c a l l y  s c h e d u l e d .  At m o s t  o n e  H R T - m e s s a g e  is a s s i g n e d  to  e a c h  TDMA-slot.  
A HRT m e s s a g e  c a n  o n l y  b e  s e n t  in t h e  s lo t  r e s e r v e d  fo r  it. If a H R T - m e s s a g e  
is n o t  a v a i l a b l e  a t  t h e  s l o t  i t  s h o u l d  b e  s e n t  o r  t h e  s l o t  is u n u s e d  b y  d e s i g n ,  
t h e n  t h i s  Slot m a y  b e  u s e d  b y  a S R T - m e s s a g e .  S R T - m e s s a g e s  a r e  n o t  
g u a r a n t e e d  to  b e  s e n t  b e f o r e  a n y  d e a d l i n e .  T h e y  a r e  u s e d  to  t r a n s m i t  a s y n -  
c h r o n o u s  d a t a ,  fo r  e x a m p l e  t h e  c o r e  i m a g e  of  a new  c o m p o n e n t ,  o r  a r c h i v a l  
d a t a  t h a t  s h o u l d  b e  s t o r e d  on  a d i sk  o u t s i d e  t h e  r e a l - t i m e  c l u s t e r .  
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E r r o r - D e t e c t i o n  in t h e  Time Domain  

HRT-tasks  are  pe r iod ic  t a s k s  c o m m u n i c a t i n g  exc lus ive ly  by the  e x c h a n g e  
of pe r iod ic  messages .  The p e r i o d i c i t y  of the  m e s s a g e s  and  the  m e s s a g e  
schedu l ing  allow the  r e c e i v e r  to d e t e c t  c o m m u n i c a t i o n  e r r o r s  and c o m p o n e n t  
f a i lu res  in the  t ime doma in  by  the  a b s e n c e  of m e s s a g e s  t h a t  shou ld  have  b e e n  
s e n t  a t  speci f ied  t imes.  

Time S t a m p i n g  

Each  MARS-message r e c e i v e d  via the  E the rne t ,  c o n t a i n s  two da t a - f i e ld s  
for  the  send ing  and  rece iv ing  t i m e - s t a m p s .  The CSU allows a ve ry  p r ec i s e  
t i m e - s t a m p i n g  m e c h a n i s m  (with an a c c u r a c y  of a b o u t  t h r e e  m i c r o s e c o n d s ) .  
This a c c u r a c y  is a ch i eved  by a c lose  c o o p e r a t i o n  b e t w e e n  the  CSU and the  

LANCE. 

sending component receiving component 

! C S U  ~\- x \ \ \ \ \ -  ..\ \ , - . \ \ \ \ , ~  .-4 
" local time .~ 

message 

sending 
time stamp 

I/0 Page 

RAM 

"N 

! receiving 
C S i time stamp 
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RAM 
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F- memory [ Memory 
L A N C E  L A N C E  

Figure  4.2: Time S t a m p  Mechan i sm in MARS 

Figure  4.2 s c h e m a t i c a l l y  shows the  t i m e - s t a m p  m e c h a n i s m  for  m e s s a g e s  
in MARS. Whenever  a m e s s a g e  s h o u l d  be  s e n t  it is p l a c e d  in a bu f f e r  by  t he  
CPU and  the  LANCE is s t a r t e d .  The LANCE t r a n s m i t s  the  d a t a  to the  MARS b u s  
us ing DMA a f t e r  a c c e s s  to  the  bus  has  b e e n  g r an t ed .  The LANCE is c a p a b l e  of 
packag ing  severa l  m e m o r y  f r a g m e n t s  c o n t i n u o u s l y  into one message .  The las t  
f r a g m e n t  of e a c h  m e s s a g e  is a m e m o r y  m a p p e d  rea l - t ime  r e g i s t e r  of the  CSU 
which is a c c e s s e d  e x a c t l y  a t  t he  t ime  of sending.  At the  rece iver ,  t he  LANCE 
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i ssues  an i n t e r r u p t  i m m e d i a t e l y  a f t e r  a m e s s a g e  has  arr ived.  This i n t e r r u p t  is 
d i r e c t e d  to the  CSU for  the  g e n e r a t i o n  of t he  r e c e i v e r  t i m e - s t a m p .  At t he  
n e x t  c l o c k - i n t e r r u p t  b o t h  t i m e - s t a m p s  ( s e n d e r  t i m e - s t a m p  and  r e c e i v e r  
t i m e - s t a m p )  a re  cop ied  to t he  m e s s a g e  h e a d e r .  The t i m e - s t a m p s  a r e  u sed  
espec ia l ly  for c lock  s y n c h r o n i z a t i o n .  

4.2. I n t e r r u p t  hand l ing  

MARS is des igned  to m e e t  r e a l - t i m e  dead l ine s  even u n d e r  a n t i c i p a t e d  
high load condi t ions .  This goal  is a c h i e v e d  by  a c o n s e q u e n t  r ea l i za t ion  of a 
s t r i c t ly  per iodic  and  d e t e r m i n i s t i c  s y s t e m  behav io r  within all levels of 
sof tware .  Thus, only  one  i n t e r r u p t ,  t he  per iod ic  c lock i n t e r r u p t ,  is allowed. 
The i n t e r a c t i o n  with p e r i p h e r a l  devices  is no t  i n t e r r u p t - d r i v e n  bu t  r ea l i zed  by 
polling. 

The interrupt handler is split into two sections activated with different 

frequencies. The first section (written in assembler for efficiency reasons) is 
carried out every millisecond. The second section (written in C) is executed 
every eight milliseconds, immediately following the first part of the interrupt 
(the first and the second section will be referred to as the minor and the 
major interrupt handlers in this paper). The minor interrupt handler may 
suspend any system-call, therefore this routine must be carefully coded. The 
major interrupt handler must not suspend any system-call, i.e. its activation 
will be delayed until the end of the system-call and handled immediatley after 

the termination of the call. 

The concept of two synchronous interrupt handlers activated with 
different frequencies offers the possibility to split a device driver into two 
parts, on the one hand the time-critical part (mainly for polling the 
hardware), and on the other hand a part, which updates the system data 
structures upon sending or receiving data from the time-critical part of a 
device handler. This technique improves also the consistency between 
MARS-components (especially redundant components), since state-changes of 
messages are only performed in the major interrupt handler, which is syn- 

chronized throughout the system. 

4.3. Task Schedu l ing  

In t he  MARS-System, a s t a t i c  s chedu l i ng  a p p r o a c h  is p u r s u e d  [10, 1]. The 
schedu l ing  is p e r f o r m e d  off-line c o n s i d e r i n g  the  m a x i m u m  e x e c u t i o n  t imes  of 
tasks ,  t he i r  c o o p e r a t i o n  by m e s s a g e  e x c h a n g e ,  as well as t h e  a s s i g n m e n t  of 
m e s s a g e s  to TDMA-slots. Tables,  p r o d u c e d  by t h e  off-line s c h e d u l e r ,  a re  l inked  
to t he  c o r e - i m a g e  of e a c h  individual  c o m p o n e n t .  Dynamic t a sk  s chedu l ing  
c a n  be avoided b e c a u s e  MARS is s t r i c t l y  per iodic ,  t he  ac t iva t ion  s e q u e n c e  of 
MARS t a sks  is p rede f ined ,  and  t a sks  n e e d  n o t  be g e n e r a t e d  dynamica l ly .  This 
a p p r o a c h  minimizes  the  r u n t i m e  o v e r h e a d  for  mak ing  s chedu l ing  decis ions .  

The schedu l ing  lists g e n e r a t e d  by  t h e  p r e - r u n t i m e  s c h e d u l e r  d e t e r m i n e  
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t h e  po in t s  in t ime when t a s k - s w i t c h e s  are  requ i red .  S t a r t -  and  e n d p o i n t s  of 
t a s k s  are  r e c o r d e d  in the  lists. Upon r each ing  a s t a r t - p o i n t ,  the  c o r r e s p o n d -  
ing t a s k  is ac t iva ted .  Each  t a s k  has  to r e l e a s e  the  CPU by i tself  (using the  
s y s t e m  call suspend) b e f o r e  the  global  t ime r e a c h e s  the  e n d - p o i n t  spec i f i ed  
for" th is  ac t iva t ion  of the  t a sk  in the  schedu l ing  list o the rwise  an e r r o r  ( t ime-  
limit e x c e e d e d )  will be  d e t e c t e d  by the  kernel .  A la rm- tasks  dev ia t e  f r o m  this  
s chedu l ing  mechan i sm.  They a re  no t  pe r iod ica l ly  a c t i v a t e d  b u t  only  by an 
expl ic i t  s chedu l ing  swi tch  as  d e s c r i b e d  la ter .  

Task schedu l ing  is p e r f o r m e d  by  the  ma jo r  i n t e r r u p t  h a n d l e r  ( eve ry  8 
ms) a c c o r d i n g  to the  schedu l ing  t a b l e s  c a l c u l a t e d  by the  p r e - r u n t i m e  
s c h e d u l e r .  At the  beginning  of the  e x e c u t i o n  of the  ma jo r  i n t e r r u p t  h a n d l e r  
all r e g i s t e r s  of the  t a sk  c u r r e n t l y  runn ing  a re  saved  on the  t a s k ' s  s y s t e m  
s t a c k  (no m a t t e r  w e t h e r  schedu l ing  dec i s ions  will be  made) .  T h e r e f o r e ,  a t a s k  
swi tch  is p e r f o r m e d  by  s imply chang ing  the  t a s k  p o i n t e r  to the  t a s k  desc r ip -  
t o r  of the  new task  making  it to the  c u r r e n t  task.  At the  end  of the  m a j o r  
i n t e r r u p t  hand le r ,  the  r e g i s t e r s  of the  c u r r e n t  t a sk  a re  r e s t o r e d .  

S u s p e n s i o n  of  a Task 

A t a s k  may  r e l ea se  the  CPU with the  s y s t e m  call suspend [8] e i t h e r  unt i l  
t he  n e x t  invoca t ion  of the  ma jo r  i n t e r r u p t  h a n d l e r  or  unt i l  t he  t a s k ' s  n e x t  
s t a r t - p o i n t  in the  s chedu l ing  list depend ing  on the  p a r a m e t e r  of s u s p e n d .  
Releas ing  the CPU unti l  t he  n e x t  invoca t ion  of the  m a j o r  i n t e r r u p t  h a n d l e r  is 
u se fu l  when a t a sk  is wait ing for  the  arr ival  of a m e s s a g e  b e c a u s e  a new mes-  
sage  can  be r ecogn ized  by the  ke rne l  only  in the  ma jo r  i n t e r r u p t  hand le r .  
Releas ing  the  CPU unt i l  t he  nex t  s t a r t - p o i n t  s ignals  the  k e r n e l  t h a t  t he  cal- 
ling t a sk  has  f inished all c a l c u l a t i o n s  to be  c a r r i e d  ou t  s ince  i ts  las t  ac t iva-  
tion. The ke rne l  can  t h e n  use  the  t ime unti l  the  ac t i va t i on  of the  n e x t  HRT- 
t a s k  to e x e c u t e  SRT-tasks.  

S c h e d u l i n g  Switch  

Task schedu l ing  can  be a d a p t e d  to d i f fe ren t  s i t u a t i o n s  in sp i te  of the  
f a c t  t h a t  schedu l ing  is s t a t i c  in MARS. During the  des ign -phase ,  t he  deve lop-  
e r s  of MARS-applicat ions m a y  plan  d i f fe ren t  t a sk  s e t s  to be ac t ive  in d i f f e ren t  
p h a s e s  of s y s t e m  ope ra t i on .  S e p a r a t e  s c h e d u l e s  c an  be  p rov ided  fo r  s t a r t u p ,  
a l a r m  handling,  and seve ra l  s t a t e s  of the  appl ica t ion .  The n a t u r e  of s t a r t u p ,  
a l a r m  handl ing,  and  a few o t h e r  t a sks  is acycl ic ,  t h u s  it has  to  be  poss ib le  to  
c o m b i n e  cycl ic  and noncyc l i c  s c h e d u l e s  in the  s ame  app l ica t ion .  

The c h a n g e  b e t w e e n  two s c h e d u l e s  may  be c a u s e d  e i t h e r  by  an expl ic i t  
s y s t e m - c a l l  (sswitch) in an  app l i ca t i on  t a s k  or  by the  r e c e p t i o n  of a m e s s a g e  
a s s o c i a t e d  with a schedu l ing  switch.  The message - l i s t  in e a c h  c o m p o n e n t  con-  
t a ins  an ind ica t ion  w h e t h e r  the  r e c e p t i o n  of a m e s s a g e  t r i gge r s  a s c h e d u l i n g  
swi tch  or  not.  

Two t y p e s  of schedu l ing  swi tches  can  be d i s t ingu ished .  When p e r f o r m i n g  
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a c o n s i s t e n t  s c h e d u l i n g  swi t ch ,  e a c h  t a s k  is g u a r a n t e e d  to  r e m a i n  in a con -  
s i s t e n t  s t a t e  wi th  t h e  e n v i r o n m e n t  a n d  t h e  o t h e r  t a s k s .  B e c a u s e  of th i s  
r e q u i r e m e n t ,  a c o n s i s t e n t  s w i t c h  m a y  b e  p e r f o r m e d  on ly  a t  p r e d e f i n e d  p o i n t s  
in t i m e  d e t e r m i n e d  d u r i n g  t h e  d e s i g n - s t a g e .  The o t h e r  swi tch ,  n a m e l y  t h e  
i m m e d i a t e ,  c a n n o t  p r e s e r v e  c o n s i s t e n c y ,  b u t  it g u a r a n t e e s  t h a t  s w i t c h i n g  will 
be  p e r f o r m e d  as  s o o n  as  p o s s i b l e ,  i.e. a t  t h e  n e x t  i n v o c a t i o n  of t h e  m a j o r  
i n t e r r u p t  h a n d l e r .  T h e r e f o r e ,  t h e  m a x i m u m  d e l a y  of an  i m m e d i a t e  swi t ch  is 
l im i t ed  to  e i g h t  m i l l i s e c o n d s .  The  i m m e d i a t e  swi t ch  s h o u l d  on ly  b e  u s e d  in 
e m e r g e n c y  c a s e s ,  w h e r e  a f a s t  r e s p o n s e  to  a p o s s i b l y  c a t a s t r o p h i c  s i t u a t i o n  is 
n e c e s s a r y .  

4.4. Dev ice  D r i v e r s  

Allowing e a c h  d e v i c e  to  i n t e r r u p t  t h e  CPU a t  will l e a d s  to  a n  u n p r e d i c t -  
a b l e  CPU l o a d  d u r i n g  r u n - t i m e .  A p r i o r i t y  s c h e m e  fo r  i n t e r r u p t s  g ives  a d v a n -  
t a g e  to  h igh  p r i o r i t y  d e v i c e s  whi le  low p r i o r i t y  d e v i c e s  m i g h t  s t a r v e  fo r  CPU 
c a u s i n g  m i s s e d  d e a d l i n e s  in c o n s e q u e n c e .  S u c h  p r i o r i t y  i n t e r r u p t  m e c h a n -  
i sms  a r e  n o t  s u i t a b l e  f o r  MARS. 

C o n s e q u e n t l y ,  in MARS all i n t e r r u p t s  to  t h e  CPU a r e  d i s a b l e d  e x c e p t  f o r  
t h e  c l o c k  i n t e r r u p t  f r o m  t h e  CSU. B e c a u s e  t h e  i n t e r r u p t s  f r o m  o t h e r  pe r i -  
p h e r a l  d e v i c e s ,  e v e n  f r o m  t h e  loca l  n e t w o r k  c o n t r o l l e r ,  a r e  d i s a b l e d  t h e s e  
d e v i c e s  h a v e  to  b e  p o l l e d  p e r i o d i c a l l y  w i th in  t h e  c l o c k  i n t e r r u p t  h a n d l e r .  

A d e v i c e  d r i v e r  in MARS c o n s i s t s  of  o n e  o r  m o r e  low- leve l  p a r t s  a n d  o n e  
o r  m o r e  h i g h - l e v e l  p a r t s .  The  a c t i v i t i e s  of all low-level  d r i v e r s  a r e  i n i t i a t e d  b y  
t h e  c l o c k  i n t e r r u p t  r o u t i n e .  The  low- leve l  p a r t s  c a n  o n l y  p e r f o r m  smal l  a n d  
f r e q u e n t  a c t i o n s  w h i c h  m u s t  n o t  b l o c k  in t h e i r  e x e c u t i o n .  Most  a c t i o n s  of t h e  
low- leve l  d r i v e r s  a r e  p e r f o r m i n g  d e v i c e  pol l ing.  The h igh - l eve l  p a r t s  c o n s i s t  of 
t h e  d e v i c e  spec i f i c  c o d e  e x e c u t e d  wi th in  a s y s t e m  call.  Mos t  h i g h - l e v e l  d r i v e r s  
r e p o r t  o r  s e t  d e v i c e  s p e c i f i c  p a r a m e t e r s ,  e.g. t h e  t y p e  field of an  E t h e r n e t  
m e s s a g e  o r  t h e  b a u d  r a t e  of a n  RS-232  line. 

5. S y s t e m  Tasks 

O p e r a t i n g  s y s t e m  f u n c t i o n s  t h a t  do  n o t  h a v e  to  b e  r e a l i z e d  wi th in  t h e  
k e r n e l  a r e  i m p l e m e n t e d  in s o - c a l l e d  s y s t e m  t a s k s .  The  c l o c k  s y n c h r o n i z a t i o n  
t a s k  is d e s c r i b e d  a s  a n  e x a m p l e  of  a s y s t e m  t a s k  in t h e  fo l lowing  s e c t i o n .  
O t h e r  s y s t e m  t a s k s  a r e  c o n c e r n e d  w i th  t h e  i n i t i a l i z a t i on  of t h e  c o m p o n e n t s  
a n d  t h e  c o l d - s t a r t  of a c l u s t e r .  

5.1. Clock S y n c h r o n i z a t i o n  

R e a l - t i m e  d a t a  o f t e n  c o r r e s p o n d  to  p h y s i c a l  q u a n t i t i e s ,  e.g. t e m p e r a -  
t u r e ,  v o l u m e ,  s p e e d ,  e tc . ,  a n d  t h e i r  d e p e n d e n c i e s  m i g h t  be  m o d e l e d  wi th  
d i f f e r e n t i a l  e q u a t i o n s .  R e a l - t i m e  d a t a  m a y  r e f e r  to  s p e c i f i e d  p o i n t s  in wor ld  
t ime ,  e.g. a s t a r t  o c c u r s  a t  03 :15 :20  p m  UTC. Any c o m p u t e r  c o n t r o l  s y s t e m  
m u s t  be  r e l a t e d  to  t h e  c o n t r o l l e d  o b j e c t s  of t h e  " r e a l  wor ld" ,  a n d  so  
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e s p e c i a l l y  t h e  f u n d a m e n t a l  m e a s u r e  " t i m e "  n e e d s  to  be c a l i b r a t e d .  

In MARS, t h e  I n t e r n a t i o n a l  A tomic  Time TAI [11], h a s  b e e n  c h o s e n  as  a 
r e f e r e n c e .  TAI is a s t r i c t l y  c h r o n o s c o p i c  t i m e  m e a s u r e  a n d  does  n o t  s u f f e r  
f r o m  swi t ch ing  s e c o n d s  d u e  to i r r e g u l a r i t i e s  in t h e  r o t a t i o n  of t h e  e a r t h .  It 
d i f fe r s  a k n o w n  i n t e g r a l  n u m b e r  of s e c o n d s  f r o m  t h e  wor ld  t i m e  UTC (e.g. in 
sp r ing  1988: TAI - UTC = +24.0 s). 

C o m p u t e r  c l ocks  a r e  b a s e d  on  s imple  q u a r t z  o s c i l l a t o r s  wi th  a t y p i c a l  
d r i f t  r a t e  of 10 - 4 . . .  10 -6 . F r e e  r u n n i n g  c o m p u t e r  c l ocks  d ive rge  t e n t h s  of 
m i c r o s e c o n d s  e a c h  s e c o n d .  A p e r i o d i c  c l o c k  s y n c h r o n i z a t i o n  is n e e d e d  to  
a d j u s t  c o m p u t e r  c l o c k s  to e a c h  o t h e r  a n d  to  wor ld  t ime.  

Internal S y n c h r o n i z a t i o n  

In MARS, t i m e  s y n c h r o n i z a t i o n  is b a s e d  on  m e s s a g e  e x c h a n g e  to avoid  
spec i a l  h a r d w a r e  l inks  fo r  t ime  s igna l  p r o p a g a t i o n .  The m e a s u r e m e n t  e r r o r  
in r e a d i n g  t h e  t ime  of one  c o m p o n e n t  by  a n o t h e r  c o m p o n e n t  is c a l l ed  read- 
ing error. Withou t  a n y  h a r d w a r e  s u p p o r t  t h e  r e a d i n g  e r r o r  fo r  t i m e  in mes -  
s a g e s  is 1 ms or  m o r e  d e p e n d i n g  on p r o t o c o l  c o m p l e x i t y  a n d  i n t e r r u p t  
l a t e n c y .  Due to t h e  spec i a l  VLSI ch ip  CSU (Clock S y n c h r o n i z a t i o n  Unit)  [7] 
wi th  a c lock  r e s o l u t i o n  of 1 ~ts a n d  i t s  c o o p e r a t i o n  wi th  t h e  n e t w o r k  con-  
t r o l l e r  ch ip  LANCE, t h e  r e a d i n g  e r r o r  is r e d u c e d  to 4 i ts  in MARS. 

E a c h  c o m p o n e n t  r e c o r d s  t h e  t i m e  d i f f e r e n c e s  to  t h e  o t h e r  c o m p o n e n t s  
pe r iod i ca l ly .  B a s e d  on t h i s  i n f o r m a t i o n  a c o r r e c t i o n  t e r m  f o r  t h e  loca l  c lock  
is c a l c u l a t e d  with  t h e  Faul t -Tolerant  Average Algori thm (FTA) [ 12, 13]. In FTA, 
an  e n s e m b l e  of N c l o c k s  m a y  i n c l u d e  up to  k f a u l t y  c locks .  The loca l  c lock  
d i f f e r e n c e s  d i a r e  s o r t e d  by  va lue .  The k l owes t  a n d  t h e  k h i g h e s t  v a l u e s  a r e  
d i s c a r d e d .  The a r i t h m e t i c  a v e r a g e  of t h e  r e m a i n i n g  v a l u e s  is t h e  new c o r r e c -  
t i on  va lue  c for  t h e  loca l  c lock:  

1 g-~ 
c = ~  ~ d  i 

N-2]c 6+I 

If t h e  d r i f t  r a t e  of a q u a r t z  is less  t h a n  5 " 1 0  -6 a n d  t h e  r e s y n c h r o n i z a t i o n  
i n t e r v a l  is 1 s, t h e n  t h e  i n t e r n a l  s y n c h r o n i z a t i o n  t o l e r a t i n g  a s ingle  b y z a n t i n e  
c lock  f a u l t  in an  e n s e m b l e  of m o r e  t h a n  f o u r  c l o c k s  is a lways  b e t t e r  t h a n  30 
i ts  [7]. The e x p e r i m e n t a l  e v a l u a t i o n  h a s  shown ,  t h a t  even  in c a s e  of an t i c i -  
p a t e d  f a u l t s  t h e  d e v i a t i o n  of g o o d  c l o c k s  d o e s  n o t  e x c e e d  6 ~ts [14]. 

External Synchronization 

The e n s e m b l e  of loca l  c l o c k s  is k e p t  t o g e t h e r  by  i n t e r n a l  s y n c h r o n i z a -  
t ion .  The c a l i b r a t i o n  wi th  wor ld  t i m e  is d o n e  by  e x t e r n a l  s y n c h r o n i z a t i o n .  
Long wave r ad io  s igna l s  p rov ide  an  e c o n o m i c  a c c e s s  to t h e  UTC t i m e  s t a n -  
d a r d .  S ince  t h e  s e c o n d s  of UTC a n d  TAI a r e  p h a s e  s y n c h r o n o u s  a n d  t h e  t i m e  
d i f f e r e n c e  of UTC a n d  TAI a r e  p u b l i s h e d  in a d v a n c e  by  t h e  DIH , a n y  UTC 
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s o u r c e  c a n  be  u s e d  as  a s o u r c e  fo r  TAI. 

S p e c i a l  s igna l  m o d u l a t i o n  a n d  s igna l  p r o c e s s i n g  t e c h n i q u e s  [15]  a l low t h e  
r e c e i p t  of s t a n d a r d  t ime  wi th  a n  a b s o l u t e  p r e c i s i o n  b e t t e r  t h a n  i 0 0 / z s .  

E a c h  MARS c l u s t e r  c o n t a i n s  a c o m p o n e n t  wi th  a c c e s s  to  a t i m e  s t a n d a r d ,  
to  m e a s u r e  t h e  d e v i a t i o n  b e t w e e n  t h e  MARS s y s t e m - t i m e  a n d  t h e  w o r l d  t ime .  
An a p p r o p r i a t e  r a t e  c o r r e c t i o n  va lue  is b r o a d c a s t  e f f e c t i n g  t h e  s p e e d  of all 
i n t e r n a l  c l ocks ,  i n d e p e n d e n t l y  of c o r r e c t i o n s  b y  t h e  i n t e r n a l  c l o c k  s y n c h r o n i -  
za t i on .  

T ime  A d j u s t m e n t  

The  t i m e  c o r r e c t i o n  m u s t  n o t  c h a n g e  t h e  c h r o n o s c o p i c  b e h a v i o r  of  t h e  
loca l  s y s t e m  c locks .  An i n s t a n t a n e o u s  c h a n g e  of  t h e  loca l  c l o c k  w o u l d  l e a d  to  
e r r o r s  in r u n n i n g  m e a s u r e m e n t s  a n d  w o u l d  d i s t u r b  t h e  p e r i o d i c  s c h e d u l e s .  
T h u s  a c o n t i n u o u s  t ime  a d j u s t m e n t  is s u p p o r t e d  b y  t h e  CSU ch ip .  

The  loca l  t ime  c o r r e c t i o n  v a l u e  c a n  b e  sp l i t  i n to  t h r e e  t e r m s :  

- t h e  c o n s t a n t ,  k n o w n  q u a r t z  d r i f t  of  t h e  i nd iv idua l  c o m p o n e n t ,  
- t h e  c o r r e c t i o n  t e r m  d u e  to  t h e  i n t e r n a l  s y n c h r o n i z a t i o n  a l g o r i t h m ,  
- a n d  t h e  d r i f t  of t h e  c l o c k  e n s e m b l e  to  wor ld  t ime .  

The  CSU chip  h a s  a r a t e  c o r r e c t i o n  a n d  s t a t e  c o r r e c t i o n  r e g i s t e r .  The  
s t a t e  c o r r e c t i o n  r e g i s t e r  is c l e a r e d  by  t h e  CSU a f t e r  t h e  c o r r e c t i o n  h a s  b e e n  
a p p l i e d  while  t h e  r a t e  c o r r e c t i o n  r e g i s t e r  r e m a i n s  c o n s t a n t  un t i l  a n e w  v a l u e  
is i n s e r t e d .  The k n o w n  q u a r t z  d r i f t  of a n  i nd iv idua l  c o m p o n e n t  is t h e  in i t ia l  
v a l u e  fo r  t h e  r a t e  r e g i s t e r .  The i n t e r n a l  t i m e  s y n c h r o n i z a t i o n  a f f e c t s  o n l y  t h e  
s t a t e  r e g i s t e r .  The o b s e r v e d  d r i f t  to  wor ld  t i m e  is a d d e d  to  t h e  r a t e  r e g i s t e r s  
of all  CSUs in all c o m p o n e n t s .  

The  CSU chip  d e r i v e s  i t s  t i m e  v a l u e s  f r o m  a i 0  MHz q u a r t z .  The  c o n t i n u -  
o u s  t i m e  a d j u s t m e n t  is a c h i e v e d  b y  i n s e r t i n g  o r  s u p p r e s s i n g  s o m e  c y c l e s  
s p r e a d  o v e r  a s e c o n d .  T h e s e  " c o r r e c t e d "  c y c l e s  a r e  t h e  b a s i s  f o r  t h e  s y s t e m  
c l o c k ,  t h e  t i m e  s t a m p  m e c h a n i s m  wi th  t h e  LANCE ( s e e  a l so  f i g u r e  4.2) ,  a n d  
t h e  p e r i o d i c  CPU c l o c k  i n t e r r u p t .  So, all o b s e r v a b l e  t i m e  v a l u e s  in a c o m -  
p o n e n t  a r e  k e p t  c a l i b r a t e d .  

6. C/MARS L a n g u a g e  C o n s t r u c t s  

The C p r o g r a m m i n g  l a n g u a g e  ( u s e d  to  i m p l e m e n t  MARS t a s k s )  is 
e n h a n c e d  b y  a d d i t i o n a l  l a n g u a g e  c o n s t r u c t s  to  p r o v i d e  p r i m i t i v e s  e n a b l i n g  
t h e  a p p l i c a t i o n  p r o g r a m m e r  to  i m p l e m e n t  c o o p e r a t i n g  r e a l - t i m e  t a s k s .  The  
MARS k e r n e l  o f fe r s  p r e d i c t a b i l i t y ,  m a i n t a i n a b i l i t y ,  a n d  f a u l t - t o l e r a n c e .  The  

* B u r e a u  I n t e r n a t i o n a l  d e  l ' H e u r e  
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h igh - l eve l  C/MARS l a n g u a g e  [16]  i n t e r f a c e s  t h e s e  f e a t u r e s  to a n  e a s y  to u s e  
b u t  n e v e r t h e l e s s  p o w e r f u l  c o m m u n i c a t i o n  m e c h a n i s m  fo r  d i s t r i b u t e d  p r o -  
g r a m s .  C/MARS l a n g u a g e  c o n s t r u c t s  a r e  a v a i l a b l e  fo r  c o m m u n i c a t i o n  a n d  t h e  
s u p p o r t  of t h e  e x e c u t i o n - t i m e  a n a l y s i s  of  t h e  r e a l - t i m e  t a s k s  r e q u i r e d  to  
a c h i e v e  a g u a r a n t e e d  r e s p o n s e  t i m e  of  HRT- ta sks .  In t h e  fo l lowing o n l y  t h e  
l a n g u a g e  c o n s t r u c t s  f o r  c o m m u n i c a t i o n  a r e  d e s c r i b e d  br ief ly .  The  e x e c u t i o n  
t ime  a n a l y s i s  will be  d i s c u s s e d  in a fo l lowing p a p e r .  

The INPUT s t a t e m e n t  c a n  be  c o m p o s e d  of a n u m b e r  of I N P U T - c o n s t r u c t s  
s p e c i f y i n g  t h e  r e c e i p t  of one  m e s s a g e .  I N P U T - c o n s t r u c t s  c a n  be  c o m b i n e d  b y  
OR- a n d  A N D - o p e r a t o r s  a l lowing a l t e r n a t e  i n p u t s  and  t h e  a c c e p t a n c e  of m o r e  
t h a n  one  m e s s a g e  a t  t h e  s a m e  t ime .  

A F I L T E R - c o n s t r u c t  c a n  o p t i o n a l l y  be  a d d e d  to  e a c h  I N P U T - c o n s t r u c t .  
The  r e c e i p t  of a m e s s a g e  c a n  t h e n  b e  m a d e  d e p e n d e n t  on  t h e  f u l f i l l m e n t  of a 
c o n d i t i o n  i m p l e m e n t e d  in a f i l t e r  f u n c t i o n  s p e c i f i e d  in t h e  F I L T E R - c o n s t r u c t .  
The  c o n t e n t s  of a n e w l y  a r r i v e d  m e s s a g e  c a n  be  s u c h  a c o n d i t i o n  (e.g. t h e  
m e s s a g e  is a c c e p t e d  on ly  if t h e  t e m p e r a t u r e  d e s c r i b e d  in t h e  m e s s a g e  is 
a b o v e  a c e r t a i n  va lue ) .  

Addi t iona l ly ,  a t i m e o u t  c a n  be  s p e c i f i e d  to  l imit  t h e  t i m e  t h e  a p p l i c a t i o n  
t a s k  is wai t ing  f o r  a m e s s a g e  to  a r r ive .  The t i m e o u t  m a y  b e  s e t  to z e r o  m a k -  
ing t h e  I N P U T - s t a t e m e n t  n o n - b l o c k i n g .  Opt iona l ly ,  a s e p a r a t e  b l o c k  of  s t a t e -  
m e n t s  c a n  be  d e f i n e d  t h a t  is e x e c u t e d  u p o n  t h e  o c c u r r e n c e  of a n  e r r o r  d u r -  
ing t h e  e x e c u t i o n  of  t h e  I N P U T - s t a t e m e n t .  

The  s e c o n d  C/MARS l a n g u a g e  c o n s t r u c t  f o r  c o m m u n i c a t i o n  is t h e  non -  
b l o c k i n g  OUTPUT s t a t e m e n t .  An i d e n t i c a l  OUTPUT s t a t e m e n t  is u s e d  r e g a r d -  
less  w h e t h e r  t h e  m e s s a g e  is p a s s e d  i n t e r n a l l y  o r  t r a n s m i s s i o n  t a k e s  p l a c e  
us ing  t h e  MARS-bus,  t h e  p a r a l l e l  p o r t ,  o r  t h e  se r i a l  po r t .  The d e s t i n a t i o n  of a 
m e s s a g e  is s p e c i f i e d  d u r i n g  t h e  d e s i g n  d e p e n d i n g  on  t h e  a l l o c a t i o n  of t h e  
a p p l i c a t i o n  t a s k s  to  t h e  c o m p o n e n t s  of a c l u s t e r .  No r e c e i v e r  is s p e c i f i e d  b y  
t h e  s e n d i n g  t ask .  

The OUTPUT s t a t e m e n t  a l lows  t h e  s p e c i f i c a t i o n  of a va l id i t y  t i m e  a n d  an  
o b s e r v a t i o n  t ime .  The  m e s s a g e  is va l id  f r o m  t h e  p o i n t  of o b s e r v a t i o n  un t i l  t h e  
va l id i ty  t i m e  g iven  a s  a n  a b s o l u t e  p o i n t  in t ime .  E x e c u t i n g  a n  INPUT s t a t e -  
m e n t  on a m e s s a g e  of w h i c h  t h e  va l id i t y  t i m e  h a s  a l r e a d y  e x p i r e d  h a s  t h e  
s a m e  r e s u l t  as  if no  m e s s a g e  w e r e  ava i l ab le .  

7. S u m m a r y  

The MARS p r o j e c t  is c o n c e r n e d  wi th  t h e  d e v e l o p m e n t  of a d i s t r i b u t e d  
f a u l t - t o l e r a n t  r e a l - t i m e  s y s t e m  t h a t  m e e t s  g iven  r e q u i r e m e n t s  of r e l i a b i l i t y  
a n d  t i m e l i n e s s  b y  de s ign .  The m a i n  p r i n c i p l e s  of  MARS h a v e  b e e n  d e s c r i b e d  
b r i e f ly  a n d  t h e  o p e r a t i n g  s y s t e m  of  t h e  c u r r e n t  MARS p r o t o t y p e  h a s  b e e n  dis-  
c u s s e d  in m o r e  d e t a i l  in th i s  p a p e r .  
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The MARS ope ra t ing  s y s t e m  fully s u p p o r t s  t he  a r c h i t e c t u r e  of MARS and  
g u a r a n t e e s  the  mee t ing  of the  t iming r e q u i r e m e n t s  of the  appl ica t ion ,  even  in 
peak  load s i tuat ions .  Hard r e a l - t i m e  t a sks  a re  s c h e d u l e d  by a t ime- r ig id  
schedu l ing  policy minimizing the  d y n a m i c  schedu l ing  o v e r h e a d  and  g u a r a n -  
tee ing  t h a t  h a r d  r ea l - t ime  t a sks  a r e  c o m p l e t e d  within t h e i r  d e a d l i n e s  u n d e r  
all f o r e s e e n  c i r c u m s t a n c e s .  

The c o m m u n i c a t i o n  s y s t e m  is based  on  an  eff ic ient  i m p l e m e n t a t i o n  of 
the  s t a t e - m e s s a g e  m e c h a n i s m  solving f low-cont ro l  p rob lems  implicit ly.  TDMA 
is u sed  as a m e d i u m  a c c e s s  p ro toco l  to t h e  local a r e a  n e t w o r k  c o n n e c t i n g  
MARS c o m p o n e n t s  in a c l u s t e r  to provide  a coll ision f ree  a c c e s s  and  to allow 
the  spec i f ica t ion  of an u p p e r  b o u n d  on the  c o m m u n i c a t i o n  delay.  

The availabil i ty of a s y n c h r o n i z e d  s y s t e m  t ime with a b o u n d e d  m a x i m u m  
devia t ion  is an  i m p o r t a n t  p r e r e q u i s i t e  for  building a d i s t r i b u t e d  r e a l - t i m e  
sys tem.  In MARS, a c o n t i n u o u s  c o r r e c t i o n  of t h e  local t imes  in a c l u s t e r  is 
ach ieved  by the  c o o p e r a t i o n  of a VLSI c lock  s y n c h r o n i z a t i o n  chip  and  the  
c lock s y n c h r o n i z a t i o n  task.  

Based  on the  i m p l e m e n t a t i o n  of t he  MARS o p e r a t i n g  sys tem,  an  exper i -  
m e n t a l  s y s t e m  of 16 c o m p o n e n t s  has  b e e n  es tab l i shed .  It will se rve  as a 
t e s t b e d  for  e x p e r i m e n t s  in t he  a r e a s  of r e a l - t i m e  and  f a u l t - t o l e r a n t  sys t ems .  
C u r r e n t l y  t he  i m p l e m e n t a t i o n  of a m e m b e r s h i p  p ro toco l  is i nves t iga ted .  
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